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Seemingly, every day there is another news story about a company being hacked and money or 
sensitive data being stolen. Companies have now greatly increased their network security 
budgets, implemented multi-layered intrusion detection systems and are now focused on keeping 
hackers out. Although the focus is often on external threats, in many cases one of the greatest 
risks is being ignored: insider threats. Insider threats have not gone away simply because there is 
so much attention being paid to external ones. Small and medium-sized businesses are 
particularly susceptible to insider threats because their smaller size can preclude proper 
separation of duties, effective internal controls, and other security features that larger 
organizations routinely implement. 

One efficient way to detect insider threats involving embezzlement schemes is to review 
accounting system audit trails. These often-overlooked sources of information are built into most 
accounting systems and can be invaluable in identifying fraud. 

In an accounting system, an audit trail is a report or listing of all entries that have been recorded, 
including changes made to each entry. Most audit trails capture key data such as what 
information was changed (e.g., check payee), who made the change, and when the information 
was changed. These audit trails are normally very secure and nearly impossible to manipulate or 
delete without an extremely high level of sophistication. In the past, audit trails were mainly 
found in expensive enterprise accounting systems, but this is no longer the case. Many less 
expensive accounting systems designed for small and medium-sized businesses, such as Intuit's 
QuickBooks, now include an audit trail feature. 

I'll use QuickBooks as an example, but there are similar features available in many other 
accounting systems. Some more sophisticated accounting systems even track user activity 
unrelated to entries, such as when a user logged in, what reports the user generated, and if any 
sensitive information was accessed. The QuickBooks audit trail report is an easy-to-use tool that 
allows a user with appropriate privileges to review every transaction that has been entered or 
modified. The audit trail report tracks changes made in approximately 20 data fields, including 



entry date/time, check number, transaction (check) date, amount, general ledger account, and 
payee. The report can be filtered using criteria such as entry date, account, and transaction type. 
This allows an owner or manager to quickly focus on suspicious activity. A report can also be 
generated to include all transactions. 

In QuickBooks, for example, the audit trail report displays how the transaction was originally 
entered and each subsequent change. The changed items are displayed in bold to make them easy 
to identify. In addition to the changed items, the report displays when each transaction was 
entered or modified and which user was responsible. The data fields included in the report can be 
customized to display only relevant information. Other audit trail programs offer their own 
versions of this functionality. 

Accounting systems each have their own features and configuration requirements. Some 
accounting systems have an audit trail feature that is always on and cannot be turned off. 
However, in other systems, the audit trail feature is optional and may be turned off by default, or 
it may require configuration before the feature is active. In many cases, only after a fraud was 
discovered did business owners find out that an audit trail feature was available, but needed to be 
turned on or configured to become active. Unfortunately, at that point it is too late. The audit trail 
only tracks changes while it is activated. No matter which accounting system is being used, 
many accountants and bookkeepers, including insiders who are committing fraud, still do not 
realize that the audit trail feature exists. 

Audit trails can be an easy-to-use and efficient tool for identifying fraud and embezzlement. 
Consider a small business with a single employee who is responsible for making all vendor 
payments and entering them into the accounting system. A common scheme is for a bookkeeper 
to write a check to him/herself and then modify the entry to reflect a routine vendor such as a 
utility company. When a situation like this occurs, the bank statements reconcile to the 
accounting system and on the surface everything looks fine. Without a more detailed review, the 
fraud may never be detected. Since embezzlements tend to grow over time, the increased 
operating expenses may not be noticed by owners initially. In addition, many small and medium-
sized businesses do not have the proper separation of duties or checks and balances necessary to 
detect this type of fraud, even as the activity grows in scope over an extended period of time. The 
audit trail can be used by an owner or manager who may not have an accounting background to 
quickly detect these inconsistencies. 

I once testified using nothing more than a QuickBooks audit trail report and bank statements in a 
case where this type of fraud had occurred. The suspect had written more than 100 checks to 
herself or her credit card companies and then concealed the entries in QuickBooks by changing 
the payees to routine vendors. The audit trail clearly identified the entries being made and then, 
in many instances, being updated seconds later. The defendant, after seeing the detailed audit 
trail related to the fraudulent checks, and even before my cross examination, decided to plead 
guilty. The investigation was extremely efficient and cost effective because of the valuable 
information recorded in the audit trail. 

In many cases, a full forensic analysis is required to detect and completely document a fraud. 
However, there are some less involved procedures that small and medium-sized businesses can 



perform to protect themselves, oftentimes without the need for expert assistance. If a firm does 
not have sufficient resources to properly separate finance duties, running an audit trail report 
filtered by the name of the employee responsible for vendor payments is an excellent starting 
point to confirm that payments are not being made to that individual and then concealed. Another 
helpful procedure is to run an audit trail report annually, limited to a single month, and to review 
all of the transactions that have been modified to determine if fraudulent activity is occurring. 
This can be extremely effective if the additional step of reviewing canceled checks for any 
modified entries is taken. 

QuickBooks is one of the most popular accounting systems, especially for small and medium-
sized businesses, but the audit trail feature is available in many other accounting systems as well. 
Be sure that the feature is activated or configured before changes to transactions are recorded. 
Knowing how to use these features and putting procedures in place to routinely utilize them can 
help identify fraud before a substantial loss occurs. These reports can also be a valuable way to 
gain confidence in your finance staff and give you peace of mind. 
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